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Mount Pleasant Primary 
 

 

E-Safety Policy 
 

 
 

1. Rationale 

The internet and other digital and information technologies are powerful tools, which open 

up new opportunities for everyone. Electronic communication helps teachers and students 

learn from each other. These technologies can stimulate discussion, promote creativity and 

stimulate awareness of context to promote effective learning.  

 

Students with internet access are more confident and have been shown to produce better-

researched, more effective and well presented projects. The requirement to ensure that 

children and young people are able to use the internet and related communications 

technologies appropriately and safely is addressed as part of the wider duty of care to which 

all who work in schools are bound.  

 

ICT can offer many positive educational and social benefits to young people, but 

unfortunately there are some dangers. As in any other area of life, children and young 

people are vulnerable and may expose themselves to danger, whether knowingly or 

unknowingly, when using the internet and other technologies. Additionally, some young 

people may find themselves involved in activities which are inappropriate, or possibly illegal. 

Some of the issues and risks are summarised below. 

 

While many of the issues outlined in this section relate, primarily, to ICT use outside school, it 

is inevitable that some of the issues, when initiated outside school, will be bought back in 

and need to be dealt with accordingly by the school. For example, bullying via chat or text 

messages will impact upon relationships within school; obsessive use of the internet may 

impact upon the quality of schoolwork; and changes in the personality and general wellbeing 

of a pupil may indicate that they are involved in inappropriate or illegal behaviours online. 

 

Schools therefore have a major responsibility to educate their pupils; teaching them the 

appropriate behaviours and critical thinking skills to enable them to remain both safe and 

legal when using the internet and related technologies. 
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2. Aims  

Our E-Safety Policy contains an Acceptable Use Policy which is written to give clear, concise 

guidelines to both pupils and staff that they can use to help them use the Internet safely and 

effectively to enhance teaching and learning. 

 

The aims of this e-safety policy are: 

 

1. To allow all users to access and use the Internet for educational purposes. This can 

include E-Mail and World Wide Web facilities. The school activities can cover: 

Individual research /preparation of lessons/project work/homework assignments 

/communicating with other teachers and students. 

       

2. To provide a mechanism by which staff and students are protected from sites, 

information, and individuals which would undermine the principles and aims of the 

school. 

 

3. Provide rules which are consistent, and in agreement with the Data Protection Act.  

 

4. Provide rules which are consistent with the acceptable procedures commonly used on 

the Internet, including those associated with netiquette.  

  

 

3. Writing and reviewing the e-safety policy 

The e-Safety Policy relates to other policies including those for ICT, bullying and for child 

protection.  It should be read in conjunction with these documents. 

 

 The school e-Safety Coordinator is Senior Leader with responsibility for E-Safety 

(Chris Dyer), supported by the e-safety TA (Sally Watson). 

 Our e-Safety Policy has been written by the Trust, with reference to the regional and 

government guidance.  It has been agreed by senior leaders and approved by 

Governors.   

 The e-Safety Policy and its implementation will be reviewed annually. Details of the 

Policy’s approval and review are recorded in the Governing Body minutes. 

 The e-safety governor is Sandra Robb (Safeguarding)   

 

 

4. Teaching and learning 

4.1  Why Internet use is important 

 The Internet is an essential element in 21st century life for education, business and 

social interaction. The school has a duty to provide students with quality Internet 

access as part of their learning experience.  

 Internet use is a part of the statutory curriculum and a necessary tool for staff and 

pupils. 

 

4.2  Internet use will enhance learning 
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 The school Internet access is designed expressly for pupil use and includes filtering 

appropriate to the age of pupils.  

 Pupils will be taught what Internet use is acceptable and what is not and given clear 

objectives for Internet use.  

 Pupils will be educated in the effective use of the Internet in research, including the 

skills of knowledge location, retrieval and evaluation 

 

4.3 Pupils will be taught how to evaluate Internet content 

 The school will ensure that the use of Internet derived materials by staff and pupils 

complies with copyright law. 

 Pupils should be taught to be critically aware of the materials they read and shown 

how to validate information before accepting its accuracy. 

 

5. Managing Internet Access 

5.1  Information system security  

School ICT systems capacity and security will be reviewed regularly.  

 Security strategies are in line with national guidance. 

 Virus protection is updated regularly 

 

 

5.2  E-mail  

Pupils may only use approved e-mail accounts on the school system. 

 Pupils must immediately tell a teacher if they receive an offensive e-mail. 

 Pupils must not reveal personal details of themselves or others in e-mail 

communication, or arrange to meet anyone without specific permission. 

 E-mail sent to an external organisation should be written carefully and authorised 

before sending, in the same way as a letter written on school headed paper.  

 

5.3  Published content and the school web site 

 Our website includes the school address, e-mail and telephone number. Staff or 

pupils’ personal information will not be published.  

 The TA with responsibility for ICT (Sally Watson), supported by her Team Leader 

(Chris Dyer), will take overall editorial responsibility and ensure that content is 

accurate and appropriate.  

 

5.4  Publishing pupil’s images and work  

 Photographs showing pupils will only be included when the pupils cannot be 

identified by name. Pupils’ full names will be used on the website but not alongside a 

photograph. Photographs can only be published with the permission of parents. This 

permission will be included as part of the pupil registration information when a child 

joins our school. 

 Pupil’s work can only be published with the permission of the pupil and parents. This 

permission will be included as part of the pupil registration information when a child 

joins our school. 
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5.5  Social networking and personal publishing 

 The school will block/filter access to social networking sites.   

 Pupils will be advised never to give out personal details of any kind which may 

identify them or their location.   

 Pupils and parents will be advised that the use of social network spaces outside 

school is inappropriate for primary aged pupils. 

 Parental permission for this use of the internet will be sought as part of the pupil 

registration information when a child joins our school. 

 

5.6  Managing filtering 

 The school will work with the Local Authority and the Department for Education to 

ensure systems to protect pupils are reviewed and improved. 

 If staff or pupils discover an unsuitable site, it must be reported to the e-Safety 

Coordinator. 

 Regular checks are made to ensure that the filtering methods selected are 

appropriate, effective and reasonable. This is through the technical support Service 

Level Agreement. 

 

5.7  Managing emerging technologies 

 Adults working in school are not allowed to use mobile phones while working with 

children. They will be kept out of sight. 

 Children are not permitted to bring mobile phones in to school without specific 

written permission from the school and parents. 

 The sending of abusive or inappropriate text messages is forbidden (see anti-bullying 

policy) 

 

5.8  Protecting personal data 

 Personal data will be recorded, processed, transferred and made available according 

to the Data Protection Act.  

 School e-Safety processes in line with GDPR 

 

 

6.  Policy Decisions 

6.1  Authorising Internet access 

 The school has the right to withdraw access to the internet if deliberate inappropriate 

use is found.  

 At Key Stage 1, access to the Internet will be by adult demonstration with occasional 

directly supervised access to specific, approved on-line materials. 

 Parents will be asked to sign and return a consent form on entry to school.  
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6.2  Assessing risks 

 The school will take all reasonable precautions to ensure that users access only 

appropriate material. However, due to the international scale and linked nature of 

Internet content, it is not possible to guarantee that unsuitable material will never 

appear on a school computer. Neither the school nor the Trust can accept liability for 

the material accessed, or any consequences of Internet access.   

 The school will audit ICT provision to establish if the e-safety policy is adequate and 

that its implementation is effective.  

 The school will monitor which sites are being accessed through the implementation 

of ‘Smoothwall’, provided through our IT provider ‘IT Systems’. ’ Deliberate and/or 

repeated attempts to access inappropriate sites are monitored by IT Systems and 

Support, who reports to the HS.  

 

6.3  Handling e-safety complaints  

 Complaints of internet misuse will be dealt with in line with the school’s Complaints 

Policy. 

 Any complaint about staff misuse must be referred to the Head of School. 

 Complaints of a child protection nature must be dealt with in accordance with school 

Child Protection Policy, through the Head of School as designated Child Protection 

Officer.   

 Pupils and parents will be informed of the complaints procedure. 

 

6.4  Community use of the Internet 

 The school will liaise with local organisations to establish a common approach to e-

safety, for example liaison with Family Learning before using school facilities. 

 

 

7. Communications Policy 

7.1  Introducing the e-safety policy to pupils 

 e-safety rules will be posted in classrooms and discussed with pupils at the start of 

each year and regularly reviewed 

 Pupils will be informed that network and internet use will be monitored.  

 

7.2  Staff and the e-Safety policy  

 All staff will be provided with access to our e-Safety Policy and its importance 

explained. 

 Staff should be aware that internet traffic can be monitored and traced to the 

individual user.  Discretion and professional conduct is essential.  

 Staff must not use the school’s internet facilities for personal use. 

 

7.3  Enlisting parents’ support 

 Parents’ attention will be drawn to the School e-Safety Policy in newsletters, and on 

our website, as well as when registering pupils who join the school. 

 Parental guidance leaflets will be sent to parents when necessary. 
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Communication with children (including the use of technology)  

 

Staff should ensure that they establish safe and responsible online behaviours, 

working to local and national guidelines and acceptable use policies which detail 

how new and emerging technologies may be used.  

 

Communication with children both in the ‘real’ world and through web based and 

telecommunication interactions should take place within explicit professional 

boundaries. This includes the use of computers, tablets, phones, texts, e-mails, 

instant messages, social media such as Facebook and Twitter, chat-rooms, forums, 

blogs, websites, gaming sites, digital cameras, videos, web-cams and other hand held 

devices. (Given the ever changing world of technology it should be noted that this 

list gives examples only and is not exhaustive.)  

This means adults should: 

 

 not seek to communicate/make contact or respond to contact with pupils 

outside of the purposes of their work  

 not give out their personal details  

 use only equipment and Internet services provided by the school or setting  

 follow their school / setting’s Acceptable Use policy  

 ensure that their use of technologies could not bring their employer into 

disrepute  

 

Youth Produced Sexual Imagery (Sexting).  

 

The UK Council for Child Internet Safety (UKCCIS) Education Group has 

recently published sexting advice for schools and colleges. The department 

provides searching screening and confiscation advice for schools.  Guidance 

produced by UKCCIS ‘Sexting in Schools and Colleges’     

 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/fil

e/551575/6.2439_KG_NCA_Sexting_in_Schools_WEB__1_.PDF 

 

This is fully implemented within the Mount Pleasant Safeguarding Children 

Policy (September, 2016) 

 

 

 

 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/551575/6.2439_KG_NCA_Sexting_in_Schools_WEB__1_.PDF
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/551575/6.2439_KG_NCA_Sexting_in_Schools_WEB__1_.PDF
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Mount Pleasant Primary 
 

The Acceptable Use Policy – Staff 

 

 
Communication with children (including the use of technology)  

 

Staff should ensure that they establish safe and responsible online behaviours, working to local and national 

guidelines and acceptable use policies which detail how new and emerging technologies may be used.  

 

Communication with children both in the ‘real’ world and through web based and telecommunication 

interactions should take place within explicit professional boundaries. This includes the use of computers, 

tablets, phones, texts, e-mails, instant messages, social media such as Facebook and Twitter, chat-rooms, 

forums, blogs, websites, gaming sites, digital cameras, videos, web-cams and other hand held devices. 

(Given the ever changing world of technology it should be noted that this list gives examples only and is not 

exhaustive.)  

This means adults should: 

 

 not seek to communicate/make contact or respond to contact with pupils outside of the purposes of 

their work  

 not give out their personal details  

 use only equipment and Internet services provided by the school or setting  

 follow their school / setting’s Acceptable Use policy  

 ensure that their use of technologies could not bring their employer into disrepute  

 

 
 

 

1. Do not disclose any password or login name to anyone, other than the persons responsible for 

running and maintaining the system. Ensure you change your password on a regular basis, at least 

termly. 

 

2. Do not give personal addresses, telephone / fax numbers of  

(i) any adult working at the school, 

(ii) any students at the school. 

 

3. Do not download, use or upload any material and use material which is copyright. Always seek 

permission from the owner, before using any material from the Internet. If in doubt, or you cannot 

obtain permission, do not use the material  

 

4. Under no circumstances should you view, upload or download any material which is likely to be 

unsuitable for children. This applies to any material of a violent, dangerous or inappropriate sexual 

content. 

 

5. Always respect the privacy of files of other users. Do not enter the file areas of other staff without 

their express permission.  
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6. Be polite and appreciate that other users might have different views than your own. The use of 

strong language, swearing or aggressive behaviour is not allowed. Do not state anything which 

could be interpreted as libel. 

 

7. Arrange for suitable monitoring of students in your class, or those students who you have given 

permission to use the Internet facilities. 

     

8. Ensure that all students have followed the correct procedures:  

 (i) before starting the session,  

 (ii) during each session, and 

 (iii) on completion of the session.  

 

9. Use of mobile phones to take or receive call is strictly prohibited while working with children. 

Do not use personal owned devices, such as mobile phones or cameras, to record images of 

children. Do not use personal computers to store images of children. Any photographs or videos 

must be taken with school equipment and downloaded onto school equipment.  

 

 

10. Ensure that any data taken from the school site, e.g. on a memory stick or a laptop, is encypted. 

 

11. Ensure that any personal use of social media sites such as Facebook is in line with the Code of 

Conduct for Employees, Lingfield Academy Trust. 

 

12. Report any incident which breaches the Acceptable Rules Policy immediately to the head teacher or 

ICT coordinator. Do not attempt to investigate the incident, do not alter the computer in any way, 

and do not turn it off. 

 

 

Be aware that aspects of e-safety can necessitate action under our anti-bullying policy. Ensure that you are 

aware of situations where “cyber-bullying” can take place and make reference to the anti-bullying policy.  

 

Name:        Date: 

 

Signed: 
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Extract from Darlington Borough Council Code of Conduct for School Employees 

 

17. USE OF SOCIAL NETWORKING SITES 

 

17.1 The growing popularity of personal web logs (blogs) and social networking sites, such as 

Facebook and MySpace, may raise issues for the School, particularly where employees 

choose to write about their work and the School in which they are employed. 

 

17.2 Employees should ensure that the content of their blogs/social networking sites does not 

bring the School into disrepute or breach their obligations in relation to confidentiality and 

appropriate behaviour. 

 

17.3 Employees should not access personal blogs/social networking sites during working hours.  

When accessing such sites outside working hours employees are advised not to write about 

their work or make reference to the School on external web pages.  Where an employee 

chooses to do so he/she should make it clear that the views expressed are his/hers only and 

do not reflect the views of the School.  In addition employees must adhere to the rules 

below. 

 

17.4 Employees must not: 

 

 Disclose any information that is confidential to the School or any third party or disclose 

personal data or information about any individual/colleague/pupil/parent which could 

be in breach of the Data Protection Act;  

 

 Disclose any information which is not yet in the public arena; 

 

 Post illegal material, e.g. material which incites racial hatred;  

 

 Link their own blogs/personal web pages to the School’s website;  

 

 Include any information, sourced from the School, which breaches copyright; 

 

 Make defamatory remarks about the School, colleagues, Governors, pupils and parents; 

 

 Publish any material or comment that could undermine public confidence in the 

individual as an employee of the School or in their position of trust within the 

community; and/or 

 

 Misrepresent the School, by posting false or inaccurate statements about the work of 

the School. 
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Mount Pleasant Primary: Acceptable Use Policy  

Pupils’ Code of Conduct for  

Use of the School’s e-Learning Facilities 
 

 

This code of conduct applies at all times, in and out of school hours, whilst using school equipment. 

 

Internet, e-mail and access to a Virtual Learning Environment (VLE) may be provided to conduct research, 

communicate with others and access on-line storage space. e-Learning resources will only be provided on 

agreement of this code. At all times you should use e-Learning resources in an appropriate and responsible 

manner and let an adult in school know if you see resources being used inappropriately. 

 

THE CODE 

You should: 

 

 Only access sites that are appropriate for use in school. This also applies outside lesson time 

 Be aware that your actions on the Internet, when using e-mail and in a VLE can be seen and 

monitored 

 Be aware that information on an Internet web site may be inaccurate or biased. Try to verify the 

information using other sources, if possible, before using it 

 Be careful of what you say to others and how you say it. Never give your name, home address, 

telephone numbers or any personal information about yourself or others to any strangers you 

write to or communicate with on the Internet. Never arrange to meet strangers who approach you 

whilst on the computer; anyone can pretend to be someone else. Someone pretending to be a 

friend may not have your best interests at heart 

  Treat others as they would expect to be treated, e.g. show respect and be polite 

  Always tell your teacher or another adult in school if you ever see, hear or read anything which 

makes you feel uncomfortable while using the Internet, e-mail or VLE 

  Respect copyright and trademarks. You cannot use the words or pictures that you see on an 

Internet site without giving credit to the person that produced the information originally. You 

must not copy text or pictures from the Internet and hand it in to your teacher as your own work 

 

  Check with a teacher before:  sending e-mail 

  downloading files 

  completing questionnaires or subscription forms 

 opening e-mail attachments 

 

You should not: 

   

 X Send, access, store or display offensive messages or pictures 

  X Use or send bad, threatening or annoying language nor any language which might offend people; 

remember our Code of Conduct! 

  X Intentionally waste resources 

 X Use the e-learning facilities to pick on people; messages by text or email can be considered to be 

bullying in some situations. 

 

Please note: 
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 You should always log out and close your browser when your session has finished. 

 Our school network will be closely monitored and staff may review your files and communications. 

 Failure to follow the code may result in loss of access and further disciplinary action may be taken if 

appropriate.  

 

Uses of e-Learning resources allows access to exciting learning opportunities and are there for the benefit 

of all members of our school; they enable us to become an excellent school where everyone enjoys learning 

in creative ways. 
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Guidelines for teaching E-safety. 
 

 

 

The following skills should be taught in the year groups listed, both when using the e-learning facilities in 

ICT lessons as well as in other subjects. Teachers should be aware that opportunities for reinforcing these 

guidelines may occur in many different circumstances and should always be utilised to make these rules 

second nature for the children. 

 

Year Group Skills / Knowledge 

Reception Not to give their name, address or phone number to anyone; link to 

stranger danger talks. 

1 Being kind to people, be polite in talking to them or writing to or 

about them. Know that what they do on the computer can be seen. 

2 Take responsibility for their own login details. Understand that they 

can be held responsible for things on their account. Internet – to 

only use sites approved by the teacher. 

3 Email and Text Messaging – politeness and safety. Reinforce that 

they must not give out their details to anyone, that people online 

may not be who they seem to be.  

Understand the need for netiquette; being polite online.  

Understand that Bullying online or through text messaging is 

unacceptable (Link to SEAL) 

Understand that they are responsible for what they look at on the 

internet, and that they must only look at appropriate materials. 

Introduce the mechanism of how to report if they find 

inappropriate materials 

4 Searching for appropriate terms and understand that they may only 

search for things for school work. 

Understand the need to report instances of misuse or occurrences 

of inappropriate material. 

Recognise their own responsibility for their use of the Internet and 

that their activities can be tracked. 

5 As year 3 and 4, plus continue to reinforce the need for correct 

behaviour on the internet, and continual reinforcement of rules for 

researching using search engines and not giving out personal 

details. 

Introduce outside safety rules; not agreeing to meet anyone that 

they have spoken to online. Reinforce that people can pretend to 

be other than they are online, and they should assume that they are 

being lied to. Watch ‘Jigsaw’ video and explore links on Learning 

Platform which ref to e safety. 

6 As year 5, continue to reinforce safety guidelines.  
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It is the responsibility of all staff to equip our children with the skills they need to keep themselves safe. 

Don’t assume that they will pick these skills up along the way – TEACH THEM! 
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E  Safety Rules:  Key Stage 1 

Think before you click. 
 

 

I will only use the Internet and email 

with an adult. 

 

I will only click on icons and links 

when I know they are safe. 

 

I will only send friendly and polite 

messages. 

 

If I see something I don’t like on a 

screen, I will always tell an adult. 
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E Safety Rules: Key Stage 2 


